CAC Reader End-User Set-Up Guide

Overview

This document will explain how to set-up your Common Access Card (CAC).

CAC’s will be used by DOD entities to ensure secure access to web pages, verify user credentials for
message drafting and release, and possibly eventually sign-on access to your workstation. CAC Cards are
replacing old style Military ID cards as the primary means of personnel identification. When the CAC Card
is issued it comes with 3 Certificates. An Identification Certificate, an Encryption Certificate and a
Signature Certificate are loaded on your CAC Card. These Certificates must be known to your system and
properly set up in-order to be used.

Before you can proceed you will need a personal CAC Card and a CAC Card Reader attached to your
workstation (either a stand-alone reader or an integrated keyboard reader). Your IT Staff will also need to
install some software on your workstation to enable the CAC Card Reader hardware to be recognized by
your computer. Once this is accomplished you may proceed with this document. The procedures in this
document do not require administrative privileges.
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Section 1 - Registering Your Certificates

In order for the system to recognize your CAC Card and correctly access you certificates you must do the
following.

1. Place your CAC into your reader.

2. Double-click on the ActivCard icon. (Lower right hand corner of your Desktop).
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NOTE: If you do not see the icon pointed out in #2 above, your system may have minimized or
hidden it to present a more User friendly visual experience. Look to the left side of the system tray
box for a set for double arrows (<<). Clicking on that will reveal all icons/services running on your
system. If the icon is still not present you should contact your Admin support. It is likely the proper
software has not been loaded on your system.

3. After Double-Clicking on the icon, the following window will appear, enter the PIN that you selected
when you received your CAC and then click OK.

", ActivCard Gold X

File Tools Help

Smart Card Content |

| 59 by Card

..... =T

Q Enter PIM code: Il
Ok I Cancel |

[mport... Ewport... Add... [Delete | Properties |

Cloze |

NOTE: BE VERY CAREFUL WHEN ENTERING YOUR PIN!! If you enter an incorrect PIN 3 times,
your CAC will lock you out and you will have return to the facility that issued you your CAC in order
to regain access to your CAC.
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4. After correctly entering you PIN, you will see the following ActiveCard Gold Utilities window.
From the menu at the top, click on Tools then Register Certificates....
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% Activizid Gold Ut =

emographic [ata ;
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It i Esport Hidd [Cielete | Properties |

5. When you see the following information screen, read it and then click Yes.

ActivCard Gold Utilities ; =

{ sp" This operation will abaw yaou ko use From this mackine the cerkificates already skored in the card, This will nok export
\") wour private key from the card bo the PC bt just public information including the digital certificates.
This operation needs bo be done in the Following cases:
-You download & certificake From another machine.
-You downloaded the certificate in an application other than the one you plan to use it in (download in MNetscape
browser and usa in Microsoft Intarnet Explorer for example),

Even if the operation is not nesded, it will ersure access to all the certificates dovanloaded in the card,

Do oLl wish ko conbine?
{ Yes E i I N I

NOTE: This will place a shortcut in your Personal Certificate Store which points to the certificates
embedded on your CAC card. If you do not complete this step, no programs in windows will know
how to get to your certificates.
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6. After the Certificates have been loaded, you will see the window below confirming that they have
been installed. Click OK.

", ActivCard Gold Utilities L |
File Tools Hedp
Smart Card Content | Admin Server | Demogriaphic Data |
& My Card
oy PIN
4] Quack Fill
] Wetwork Login
e IR TR ActiviCard Gold Utilities x|
G) Certiicate has been installed.,
TS L
()
| et Exnent., Add Delete | Froparties |

7. You have completed installing your Certificates. Click Close.
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Section 2 - Enabling Client authentication Within Internet Explorer

In order to gain access to PKI protected web sites, client authentication must be enabled within Internet

Explorer (IE). Enabling this feature allows you to use your CAC to authenticate and gain access to a PKI

enabled web site. If this feature remains disabled, you will be unable to gain access to PKI protected sites.
1. First we will verify your Certificates are registered. Start Microsoft Internet Explorer

2. From the menu along the top, Click Tools then Internet Options.

a JATDI Home Page - Microsoft Internet Explorer

"Fle Edt View FavortesdTooks Help
Gpack » = - ) [3
Address Ig] btk f P, | &bl mi Windows Update

Shaw Fedaked Links l I

oint Aviation Technical Data Integration

You are Here: Home

%c’fd“mwi*
Program Information Documentation Training Resources Support Search
|
Search |
JATDI Concept:

The Joint Aviation Technical Data Integration, or JATDI, concept defines a technical data
integrated environment whereby technical data and maintenance expertise are more readily
available and accurate as KNOWLEDGE for the warfighter, by a cheaper and faster means.

Program Information Resources
Program Initiatives, Installation Photos, DOD External Links, Acronym Finder. ..
Sponsored Programs, Program Management i
Data... Support

Point of Contact Information, JATDI Support
Documentation Center, Feedback, Lessons Learmed. ..

Web Sites, JATDI Initiatives, Equipment. ..

Training Speak directly to JATDI Helpdesk personnel
Training Presentations... with a single click...

. E

Enables you to change settings,
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3. After clicking on Internet Options, you will see the window below. Click on the Content Tab at
the top of the window, and then click the Certificates button in the middle of the window.

Internet Options 2 i |
L':unufdl Su::ul_l.!i Prvacy I:unnul::ti:rwl Flugram&l M.rﬂ'nudl
 Content Advisar
Ratings help you control the [nternet content that can be
@i’ wiewed on this computer.

Enable.. I Setings...

Lz cesbficates bo positively dentiy yourse¥, cerificabon
authorities, and publizhers.

Ceficates.. ] Publishers.. |

gt e S

— Peazonal information
= AutoComplete stores presious enties kol
i and suggests matches for wou HLtape

Microzaft Prafle Assstant sores pour My Prodile...
perzanal information.

4. If you properly completed the Section 1 - Registering your Certificates procedure, then you will
see your three certificates as on this screen below. (Note: You may see more than three listed if
someone else has registered their certificates on the system that you are using.)

Certificates : i |

Intended purpose: I::F\II:: j

Personal | Cther People I Intermediate Certification authorities I Trusted Raoak CertiFicatiDrLI_’I

Issued To | Issued By | Expiratio. .. | Friendly Mame |
BENNETT.STEPHF\N. .. DODCLASS 3 Ca-6 5/14/2005 =Mone =
BENNETT.STEPHF\N. .. DODCLASS IEMAIL ... S5/14/2005 <MNone =
BENNETT.STEPHF\N. .. DODCLASS 3EMAIL ... 5/14/2005 =Mone =

Irnpart... Expart, .. Remave

Certificate intended purposes

Wiew |
Close |
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NOTE: If you do not see your 3 Certificates on this screen you will need to revisit the facility that

issued you your CAC and have your CAC updated. Inform the personnel at the office that your CAC
has been incorrectly issued and needs to be updated with all three PKI Certificates. They will know
how to proceed. (It usually means an E-Mail address was not registered in the original application.)

5. Click the Advanced Button.

Certilicabes

Intended purpose: |-:.ﬂ.l;~ ﬂ
Personal |Ot1'r|r Pengle | Inkermediate Sertfication Authorities | Tnﬁtrdﬁouttﬂﬁhﬁﬂ:.‘.!_.!.

Issued To | Issuedy | Expiratic... | Friendly Nome |
EleemETT STEPHAN, ., D00 CLASS 3 Chvs S42005  <hares
EEM&ETT. STEPHAN... OO0 CLASS 3 EMAL ... S 42005 <flare
EBEH‘.E'I'I’. STEPHAM, .. DOD CLASS 3 EMAL ... Si14)2m05 <Mara =

6. The Advanced Options window will appear. Check the box next to Client Authentication and click
the OK button.

x|

—Certificate purpose

Seleck one or more purposes bo be listed under Advanced
Purposes,

Certificate purposes:

[ secure Email
[ Time Stamping o
o

A ticwmcnFl Tenck | ick Simminem

— Export Format

Select the default drag and drop export Formmat when dragaing a
certificate to a fils fiolder,

Export Format: |DER Encoded Binary ¥.509 (*.cer) ﬂ

I Indude all ertificates i bhe certification path

N
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7. The Certificates window will appear. Click the Close button.

Intendad purpose: |¢AI>
persanal | other Peophe | Irbermediate CertFication Authorities | Trusted Rk Certificatior 4 | ¥

| Expiratio... [ Priendy Mome |

| Issued To | tssued By
EleennETT. STEPHAN, . DOD CLASS 3 Ch-4 BA4/2005  <Nores
@BEM‘\E'I'I’. STEPHAN.,. DOD CLASSAEMAIL... S5f14/2005 <hlareEs
EBEH\E'I'I’. STEPHAM,.. DOD CLASS 3 EMAL ... Si14f2005 <hare =

Impoet. ., Export
—CertFicate ntended purposes
o
o= D

Click on the OK button.
d i

8. The Internet Options window will appear.

Internet Dptions

Ganeral | Secusity | Privacy Contert IEunnul::I:iJmI Programs | Advanced |

— Content Advisor
Ratings helo you control the Internet conbent that can be
viewed on this computer.

Enable. |  Setinge. |
— Cestficates

E Uze cestficates to posiively identfy yourzef, certificabon
@l authontes, and publizhers.

Cetiicates.. | Publishess.. |

— Peszonal nformahion
= AutoComplete stores presious enbies AutoComplete. .
‘% and suggests matches for ol E

Microzaft Prafle Assistant stores o My Profile...
perzanal information,

C ok ) cacel | Ay |

NOTE: You have now enabled Client Authentication in Internet Explorer.
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